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The Internet, digital entertainments, digital Communication all are part of our daily lives. We enjoy
them, use them in our business, surf them. We invest them, the new world is “digital.” Today people
create, sell, order, deliver, communicate, and act on the digital content such as electronic commerce,
pay-per-view, video-on-demand, electronic newspapers, and peer-to-peer media sharing. Internet
provides a physical infrastructure for ecommerce; however, there is not enough protection to its
participants. Authors, publishers, owners and providers of multimedia data are reluctant to grant the
distribution of their documents in a networked environment because the ease of intercepting, copying
and redistributing electrical data in their exact original form, that actually encourages copyright
violation. Current technology in network security protects contents in one stage of transmission. But
there is downside; it can not help to protect digital content through multi-stages of transmission
entities, including human beings and machines. These concerns have hindered the universal v
acceptance of digital multimedia, and flourished a new vresearch field: Multimedia
protection/Multimedia security which includes five major applications: bopyright protection,
authentication, fingerprinting, information hidden, and hidden annotations. All of them are based on

digital watermarking.

Watermarking is an enabling technology for securely hiding information. When associated with other
technologies, it reveals very helpful to copyright protection and management. An overview of this
emerging protection tools and systems is done in this work. Besides copyright protection,
watermarking can serve to other applications. A survey of them and their respective requirements is
also done. In many cases, the major one is the invisibility of hidden watermarks. Watermark
invisibility requires analyzing the masking signal. Here, the analysis is based on the perceptual
model of the masking phenomenon. This criterion has been used in our watermarking methods to
hide logo watermarks. The rest one introduces our proposed method to embed a binary message or
multi logo images. We also introduced new approaches to digital watermarking using various kinds of
intelligent signal processing, blind and sparse signal processing algorithms such as robust principal
components analysis (PCA), and robust independent components analysis (ICA). Besides we extend a
traditional watermark embedding domain by investigation into embedding watermark based on

redundant discrete wavelet transform (RDWT), PCA, and ICA domain.



In this dissertation we developed watermarking techniques for invisible marking of images. We call
the fist one the “robust RDWT-ICA based information hiding,” and the second the “robust multi-logo
watermarking by RDWT and ICA,” and we also investigated into PCA domain for color image
watermarking which we named “color image watermarking based on Spatio-chromatic PCA.” We
analyzed the robustness of the watermarks with respect to linear and nonlinear filtering, and JPEG
compression, JPEG 2000 éompression, SPITH compression and various digital signal processing
attacks. The results show that our watermarks are detected clearly, showing the robustness of our

methods.

Previous development of multimedia security techniques has shown promising results, and there are
still a lot of open research issues. In addition to the technical developments, infrastructure for
multimedia security system is an important issue but still under investigation. Its construction needs
deliberate and reliable protocol as well as software/hardware devices. Besides, a possible watermark
solution consists of marking multimedia work to allow their spreading in the Internet to be tracked to
identify the source, author, creator, owner, distributor or authorized consumer of a document. It is a

part of the future research. Market competition should choose the winner of creating the technology.
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